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The manufacturing sector is going through an 
exciting time. Technology trends are changing 
the way consumers buy products. People are 
making purchases through digital platforms 
and want deliveries to arrive quickly and 
efficiently. That has a direct impact on 
manufacturing and logistics activity and a 
deeper need to focus on the customer. 

Manufacturers are keen to stay ahead and 
competitive but some are struggling to keep 
up. There is a strong focus on quality and 
product customization to meet higher levels of 
customer demand. At the same time, keeping 
cost low, reducing lead time, holding less 
inventory, improve planning and fulfilment 
capabilities are stretching their limits. 

Introduction 

Industrial IoT and “Industry 4.0” will be used interchangeably to describe 
the following phenomenon: 
•  Industrial objects that are connected, virtualized and imbued with data  
    measurement capabilities; 
•  Giving physical and virtual objects an identity;
•  Interconnecting the objects that can monitor and interact with each   
    other;
•  Ability to generate real-time insights from data and incorporate into     
    existing business processes 
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Disparate systems 
and isolated data
The deployment of IoT in the manufacturing 
environment is not a recent phenomenon. 
M2M via Ethernet technologies have been 
used in factory floors to support supervisory 
control and data acquisition purposes since the 
mid-1980s.

Industrial networking solutions have been used 
for more than 20 years as high value 
production plants exercise control over 
operational performance in a hard-wired closed 
environment. 

With specialized protocols and disparate 
systems in place, data extraction and 
interpretation has been a manual and tedious 
process for plant managers. The legacy system 
makes a clear distinction between operational 
technology and internet technology. 

Industry 4.0 
With Industry 4.0, sensors and data collection 
will no longer be confined to isolated 
production centers. Multiple parts of a plant 
and supporting infrastructure will be 
“sensorized” to support autonomous data 
sharing across different lines and facilities to 
optimize operations and delivery schedules. 

If the objective of automating manufacturing 
systems was to reduce human errors, the use 
of Industry 4.0 is to improve productivity by 
making data available at all touch points.

Besides improving efficiency and optimizing 
operations, Industry 4.0 connected systems 
have the potential to change the way 
manufacturers and industrial companies run 
their business. Frost & Sullivan predicts that 
this nascent market has the potential to grow 
dramatically in Asia Pacific on the back of these 
outcomes. Key questions include: 

Where does one start? What benefits can be 
achieved? How does it actually help my plant? 

This paper will explain the benefits and use 
cases of Industry 4.0, common questions and 
misconceptions, and outline a process to 
create a successful Proof of Concept (POC) 
project.  
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“ If the objective of 
automating 
manufacturing systems 
was to reduce human 
errors, the use of 
Industry 4.0 is to 
improve productivity 
by making data 
available at all touch 
points. ”



The growing Asia Pacific market
for IoT in the industrial sector

Frost & Sullivan predicts
that the Asia Pacific market
is expected to grow almost 

5
 times

37% 
CAGR

BILLION

US$3.21
BILLION

US$15.48
20202015

The industrial segment has the potential to drive 
IoT with 68% of total spending coming from 
logistics, transportation and industrial by 2020. 

Asia Pacific IoT 
Spending by 

Industry 2020

Asia Pacific 
Industrial IoT 
Spending by 

Country 2020

25%

24%19%

17%

15%
Logistic 49%

China

27%
Japan

10%
South Korea

TransportationIndustrial

Consumer

Others
14%
Others
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Note: 
Industrial comprises of manufacturing and energy 
Logistics IoT use cases include cargo monitoring and information exchange 
Transportation IoT use cases include real-time fleet and multi-modal transportation management 



China has leveraged on low capital, ecosystem 
of sub-suppliers and excellent transport links to 
become a leading manufacturing hub. Frost & 
Sullivan predicts that China will be the largest 
market for Industry 4.0 technology by 2020, 
with 49% of Asia Pacific spending centered in 
the country. 

However, wages are on a rise and China is 
losing its competitive edge. Competition is 
fierce from rivals especially in the Southeast 
Asia region. Manufacturing companies 
investing in Indonesia and Thailand take 
advantage of favorable manufacturing and 
overhead costs, which are approximately 30% 
lower than those in China.

With the government offering tax incentives, 
exemption of duties, and possibilities of hiring 
foreign citizens, emerging countries in 
Southeast Asia are seen as attractive options. 

In response, China is advocating “Made in 
China 2025”, a ten-year action plan to revitalize 
its manufacturing sector through a system of 
mandates and subsidies. 

As manufacturers shift away from low cost 
operations, improving time to market and 
customer responsiveness take on greater 
importance. Medium to large-sized 
manufacturers are evaluating and investing in 
Industry 4.0 as key enablers to gain flexibility.

As China makes its transition to Industry 4.0, 
the rest of Asia has to also adapt and match 
their activities to remain competitive.This is 
especially important for higher-cost countries 
like Japan, South Korea and Singapore.

Changing
manufacturing landscape
in Asia Pacific 

China is advocating “Made in China 2025”,
a ten-year action plan to revitalize its 
manufacturing sector through a system of 
mandates and subsidies. 
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Industry 4.0 readiness - mature and
emerging manufacturing economies

Mature Manufacturing Countries

China
Japan

South Korea
Taiwan

Singapore

Emerging Manufacturing Countries 

India
Thailand
Vietnam
Malaysia
Indonesia 

Asia Pacific is a highly diverse region with 
localized characteristics, ranging from 
technologically advanced and high cost 
manufacturing countries, to low cost and low 
productivity locations.

Each country is different in terms of its level of 
readiness in the adoption of Industry 4.0. Frost 
& Sullivan has identified the following key 
factors: 

-  Availability of quality connectivity 
-  Maturity of IT and security infrastructure  
-  Trained manpower with Industry 4.0     
   expertise 
-  Level of impetus to pursue Industry 4.0      
   technology (either through government      
   or industry initiatives) 

Using the factors above, Frost & Sullivan has 
segmented key Asia Pacific manufacturing 
countries into two: mature and emerging. 
These include:
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60% 40%
operational

issues
business

issues

94% 6%
somewhat

familiar
very

familiar

Perception
of Industry 4.0 
Through interactions with manufacturers across 
the region, Frost & Sullivan has examined the 
perception of Industry 4.0 among stakeholders. 

Responses from these manufacturersi serve to 
give a perspective into the awareness, views, 
areas of priority as well as challenges faced 
when considering Industry 4.0 technology. 

A recent survey conducted by Frost & Sullivan 
indicated the most pressing issues 
manufacturers face at their plant. These 
comprise of both operational and business 
issues.

60% indicate operational issues in their response, 
with manpower issues like high turnover and 
skilled staff cited most often. 40% indicate 
business as their biggest issues, with the 
economic downturn and increased competition 
mentioned most often. 

Our findings show that operational issues still 
remain top of mind for manufacturers. Industry 
4.0 solutions are well-positioned to support 
these companies and help in operations. 

94% of respondents indicate they are 
somewhat familiar with Industry 4.0, with 6% 
indicating they are very familiar.

The response is indicative that while the 
concept is not entirely new to plant managers, 
there is a need for greater more in-depth 
awareness on the functionality and value that 
Industry 4.0 brings. 
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12% 12%12% 64%

This suggests that while a few manufacturers 
moved ahead of their peers to implement an 
Industry 4.0 solution, most are still taking a 
“wait and see” attitude and evaluating the 
situation. 

Respondents that do not have any plans cite 
lack of management buy-in, availability of 
qualified manpower and security are key 
reasons. 

having already 
implemented 
an Industry 4.0 
solution 

are planning a 
POC project in 
the next 12 
months  

indicate they are 
evaluating the 
technology for 
use in their own 
facility1 

do not have 
any plans

Regarding where manufacturers are in their
Industry 4.0 implementation journey, the results are as follows: 

  1An evaluation is not indicative of any concrete action towards implementation 



Comparing
two countries each with
a sizable manufacturing base

China vs India 
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Frost & Sullivan examined the findings from the 
mature and emerging manufacturing segments 
by observing China and India, key countries 
whose views are representative of each 
segment. Each country offered differing views 
regarding POC projects, issues they hope to 
solve, and challenges faced due to different 
stages of maturity and readiness.

When asked about the importance of a POC 
project in affecting their decision to implement 
Industry 4.0, 100% of respondents from China 
indicate it is somewhat and very important. 
This contrasts with only 29% of respondents 
from India. 

Our findings show that manufacturers in 
mature countries like China are more advanced 
in their state of readiness to conduct trial 
projects in their facility and realize the potential 
benefits of the technology.

All agree that a POC project is an important 
step in their plant’s technology journey. It also 
indicates the intense competition among 
manufacturers in China and how it has directed 
the planning of local companies.

100%

80%

60%

40%

20%

0%

Very
Important

Somewhat
Important

Neutral Somewhat 
not Important

Not Important
at all

China India

Importance of POC project in
affecting decision to implement  industry 4.0
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What issues do you think Industry 4.0 will help to solve?

China India
Improving Efficiency

Improving Process Visibility 

Improve Quality

Reduce Cost

Reduce Downtime

Reduce Manpower

Reducing Variability in Operations 

31%

15%

14%

14%

24%

24%

19%

15%

15%

12%

12%

0% 0%

5%

Improving efficiency, reducing variability, 
reducing cost and improving process visibility 
are the top priorities of Chinese manufacturers.

For India, improving quality, reducing cost and 
improving process visibility are the top 3 
priorities. The vast differences reflect the 
differing levels of maturity. 



Greatest challenges faced in your Industry 4.0 journey

China India
7%

29%

21%

21%

11%

11%

11%

16%

14%

11%

14%

18% 5%

5%

4%

4%

Responses from Chinese manufacturers reflect 
labor concerns as a key challenge. A lack of 
qualified staff, high employee attrition and lack 
of compatible standards remain as key barriers. 
Our findings show that the consistent response 
regarding labor issues among all manufacturers 
reveal the serious situation facing mature 
manufacturing countries.

In India, unclear standards, data security and 
compatibility cited as the top responses. 

Labor issues in mature countries indicates an 
urgency to apply Industry 4.0 technology to 
enable manufacturers to do more with the 
same resources. Whereas in India, there is no 
clear drive. 

Data Security Concerns

Lack of Budget

Lack of Management Buy-In

Lack of Compatibility of systems

Lack of expertise and know-how

Manpower shortage for implementation

Poor Cost/ benefit ratio

Unclear Standards
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Manufacturers are facing on-going challenges 
that require them to react and change in order 
to remain competitive. 

Need for mass customized 
products

While mass production was vital in lowering the 
cost of production and staying competitive, the 
strategy for small to medium-sized enterprises 
is to offer unique products targeted at 
profitable sub-segments. To execute a 
successful mass customization strategy, 
production line needs to be highly agile to 
reconfigure and reduce setup time needed to 
cope with changes in production.  

Need for better decision 
making

Ironically, plant managers are confronted with 
too much data to analyze as opposed to a lack 
of it. Unfortunately, they struggle to make the 
right decisions in a timely manner about what 
consumers want.

Data are captured by disparate systems that 
are not connected to one another. Operational 
data are also not connected to enterprise 
applications. Hence, too much time is spent 
collating data manually. 

Need to contain cost

The cost of labour has been rising rapidly in 
emerging economies. As China has 
experienced one of the highest increase at an 
average of over 10% per annum, manufacturers 
are seeking ways to contain cost by relocating 
to other countries. Reducing waste and 
increasing labor productivity are key to 
operational efficiency and keeping costs low.

Need to share knowledge

The use of technology is able to mitigate some 
of the challenges faced by plant managers. But 
it is even more critical to have highly skilled 
manpower coupled with knowledge sharing 
capabilities to reap a competitive advantage.

While there is a lot of data residing within the 
plant, most of them are not shared outside of it 
with suppliers, partners and distributors. While 
trust is an underlying factor, having an effective 
system reduces the effort needed to share 
critical information that translate into direct 
cost savings and timely action collectively. 

Challenges 



Industry 4.0 technology connects machines and 
sensors, creating a combined platform to 
gather and consolidate data across one or 
more lines. Rules can be set up to enable 
automated decision making even without 
human intervention. 

By analyzing a combined data set, the system 
allows for well-informed real-time decision 
making as well as the ability to predict 
problems before they occur. 

The way forward
with Industry 4.0 

Unconnected
machines

Machines connected
with sensors

Globally connected plants

Interconnected machines
within a plant

Plant connected with
supplier and logistics network

Current
industry
stage
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Through its varied capabilities, Industry 4.0 technology 
improves business and operational objectives: 

Key Business 
Objectives

 Greater transparency 
for better decision making

Business models that
 generate new  revenue streams  

Key Operational 
Objectives
Improve Efficiency 

Knowing where the fault lies

Avoid losses with predictive          
maintenance  



Greater transparency for better 
decision making 

Most production lines have localized sensors 
for control on the factory floor and detecting 
anomalies for rectification. Through connected 
equipment and lines, Industry 4.0 systems 
make available real-time status information 
through “Remote Monitoring”. By connecting 
these localized systems and sensors, remote 
monitoring provides the head of operations 
with a full view of plant operations across lines 
and locations. 

In an Independent Power Producer for 
example, the head of utilities can choose to 
fully utilize a generator with spare capacity to 
generate more revenue when energy market 
pricing is high. 

In a manufacturing facility, the sales and 
production teams can accurately assess 
production schedules for final assembly to 
better plan their business development 
activities to more effectively bring in more 
orders. 

Business models that generate 
new revenue streams 
   
The need for enterprises to differentiate 
themselves is important. A number of industry 
sectors are fast maturing. As we continue to 
witness the emergence of new products and 
services around us, IoT opens up opportunities 
for new business models that drive revenue 
growth. This amounts to a more effective way 
of justifying the return on investment.

Meeting business objectives 

As digitization continues to sweep into manufacturing,
industry 4.0 technology can bring about the following: 
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One example of a company changing their 
business model is Michelin Fleet Solutions. 
Michelin has fitted its tires with sensors to 
capture data about how customers are using 
their tires; such as their distances travelled in 
an average journey. It supplements this data by 
buying telematics information from telematics 
providers and auto companies. The integrated 
data reveals a holistic picture of its customers’ 
vehicles, driving behavior and other 
characteristics that they are not aware of.

Capturing data enables Michelin to create new 
markets and generate value creation for the 
company. It changed from selling tires to 
selling functionality, and charges its customers 
based on key performance indicators that are 
tied to their operations. So if a logistics 
company does not make any deliveries and its 
fleet is not mobilized during a period, it does 
not get charged for the tires. 

For Michelin, it provides additional revenue 
streams for insights on driver behavior, 
training, servicing, parts and maintenance, and 
creates a business case that gels directly with 
their customers’ business objectives. This 
increases customer value beyond its traditional 
boundaries of selling tires. 

For the fleet owner, the fully integrated service 
provides guaranteed uptime and availability, 
moving to an OPEX service fee, allowing them 
to focus on their core business and maximize 
revenue. 

Industry 4.0 provides opportunities for the 
industrial sector to develop new business 
models using IoT. These new business models 
can even sometimes lead to the disruption of 
incumbents by companies from outside of their 
industry.
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Improve efficiency 

Today, managers struggle to get a clear picture 
of operational status, especially across multiple 
lines. Critical information about equipment, 
processes and facilities is not readily available 
across the company. An Industry 4.0 system 
can connect sensor and operations data across 
multiple machines and lines. 

This enables managers to receive shop floor 
visibility and control, and the ability to monitor 
performance and identify inefficiencies. This 
integrated view of all operations help them 
understand which factors affect waste, 
equipment downtime, inventory and others; 
allowing them to identify bottlenecks, make 
adjustments to reduce costs and maximize 
production.

Improve quality and reduce 
defects 

In automotive manufacturing, an automobile is 
built in progressive stages. Ensuring quality at 
the source is vital to reduce the cost of 
recovery.  Sensors can test each unit at every 
stage of assembly. Special IoT-enabled tools 
measure tightening process torque values at 
each stage to ensure that bolts are correctly 
tightened before moving to the next process. 
This reduces defects and identifies any 
potential problem close to its source. 

Data and analytics improves quality by 
identifying the trends that lead to defects, 
even if identifying the problem’s root cause 
remains elusive. 

Meeting operational objectives

As shown from feedback given by manufacturers,
operational objectives remain the key driver for
Implementing industry 4.0 technology. Applying this technology into
The traditional industrial areas can lead to better outcomes. 

Avoid downtime with 
predictive maintenance 

Unscheduled downtime can be costly for a 
manufacturing plant especially during peak festive 
seasons where customer demands are high.

By connecting factory floor systems and 
sensors, operational data generated through 
daily operations can be consolidated into a 
central data store and analyzed. This allows the 
operator to move to “Predictive Maintenance”. 

By predicting when components will likely 
malfunction, potential problems can be 
identified early and pre-emptive servicing 
scheduled. Troubleshooting time gets reduced 
as engineers know the exact machine 
components affected and can bring the specific 
replacement part during the maintenance visit. 
Based on this analysis, operators can 
concurrently develop a holistic servicing 
strategy and reduce unscheduled downtime. 

Frost & Sullivan predicts that advanced 
preventive and condition-based monitoring 
systems integrated with rapid processing 
functions and direct communication procedures 
will be a key use case for manufacturers and 
will gain huge traction.
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Plant managers are becoming aware that the 
adoption of Industry 4.0 will happen inevitably. 
Competition is driving plant managers to 
migrate their existing production lines to 
Industry 4.0, but change can be daunting and 
complex in the manufacturing sector.

The uniqueness and complexity of legacy 
operations make it prohibitively costly for a 
full-fledged technology overhaul. Rather than 
an overnight shift, incremental improvement is 
needed to bring production lines a notch closer 
to Industry 4.0. 

Existing technologies from different vendors 
have accumulated over time and replaced 
through upgrades. The concept of retrofit is 
not new and has long been practiced by plant 
managers by installing new functionalities to 
existing equipment to overcome obsolescence.

However, not every type of production lines is 
well suited for retrofitting. The best type of 
production environment is one that is already 
running on Industry 3.0. 

The transition towards Industry 4.0 involves 
attaching aftermarket processing units to their 
existing components. It can also involve the 
installation of a new software to enhance the 
existing functionality or the addition of new 
communication interfaces using wireless 
channels to supplement traditional Ethernet 
technologies. 

Even facilities that are not operating on 
Industry 3.0 may not require a complete 
technology overhaul. Industry 4.0 builds on 
utilizing existing capabilities and need not 
require a full system change. Much of the 
existing legacy equipment can be retained 
using a gradual approach. 

Incremental improvement
through retrofitting 

The First Industrial Revolution used water 
and steam power to mechanize production. 
The Second used electric power to create 
mass production. The Third used electronics 
and information technology to automate 
production.

Now a Fourth Industrial Revolution is 
building on the Third, the digital revolution 
that has been occurring since the middle of 
the last century. It is characterized by a 
fusion of technologies that is blurring the 
lines between the physical, digital, and 
biological spheres.

Source: World Economic Forum
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An automotive factory in Germany 
implemented this solution. It provided 
managers with a real-time overview of their 
machines, allowing close monitoring of 
processes and identifying opportunities for 
improvement.  

The results witnessed a payback period of less 
than one year. The investment of the POC 
project, along with the implementation cost 
and maintenance was recouped within a short 
period because it enabled additional 
production using the same resources through 
process optimization. 

Over the same one-year period, the system 
helped the factory achieve a measureable 
financial benefitii  of 275%. This was achieved 
through increased capacity and the reduction 
of slow machines. This provided a strong 
justification for the investment and 
demonstrated the value of implementing the 
Industry 4.0 solution. 

What does Cycle Time Management do? 

Payback Period within 

1st Year
ROI within first year 

275% 

Case study –
Use of Bosch Software Innovations’
Cycle Time Management
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A POC to demonstrate value 
to management
 
With low cost sensors, a cloud IoT platform and 
rapid development tools, a POC project can be 
undertaken to prove tangible ROI to 
management before moving to production 
systems. 

These small steps taken to prove Industry 4.0 
technology in the company’s environment 
should be treated as learning experiences, to 
learn about the extent and limitations of the 
technology, pivot then move in a more feasible 
direction before fully implementing a project. 

Starting on an Industry 4.0 POC project does 
not mean disrupting your operations or retiring 
functional equipment. Working with existing 
infrastructure maximizes the company’s 
investment while improving productivity. 

As margins are being squeezed through increased competition amid rising cost,
senior managers in Asia Pacific focus on operational improvements and tend to spend on
technology with a clear and fast ROI. However, managers are naturally concerned about
implementing any new technology in a production environment,
and would not invest in any technology without a working prototype.

A POC project does not make changes to the 
production workflow, but rather gathers data 
for analytics to identify areas where efficiency 
gains can be made. This approach minimizes 
any potential disruption to the production line. 

Iterative testing approach reveals: 
•  the potential of Industry 4.0 technology to  
    optimize and streamline operations in a safe  
    section of a production environment, 
•  the impact on internal processes, and 
•  project viability when rolled out onto a larger  
    scale. 

Reducing
implementation risk
with a Proof of Concept



Possible first outcomes for a POC project 
An increased volume of information available enables operators to better predict and optimize 
their activities. IoT can help improve operational visibility: from a historical view of information to 
a real-time one, and further to predictive analysis through remote monitoring providing three 
views of their operations.

Past information 

Benchmarking data from similar 
machines, sites or facilities 
Identify trends 

Propose corrective action 

Present situation

Consolidate data across
remote sites 

Immediately identify 
breakdowns and problems 

Generate alerts for urgent 
rectification 

Future prediction

Identify possible problem areas 
in advance

Set system thresholds to 
generate alerts

Create proactive maintenance 
plan 

Historical
data

Real-time
status 

Predictive
analysis 

Re
ac

tiv
e

Pr
ed

ict
ive

Increasing maturity 
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Out of the myriad possible use cases, there are three possible choices for your 
first trial that can deliver quick ROI to your operations by leveraging data: 

01 02 03
Optimization of operations by 
analyzing past operational 
data 

Initial steps involve moving data 
in batches from legacy non-IoT 
capable devices into the 
Industry 4.0 Platform. Historical 
data can offer operators 
insights into the status of their 
machines.

Through analytics, tweaks can 
be made to improve efficiency 
and processes without investing 
to retrofit machines or install 
hardware at this point. 

Real-time visibility through 
remote monitoring 

The next step involves installing 
sensors into machines and 
connecting equipment and 
lines. This enables remote 
monitoring and allows for 
real-time visibility of 
operational processes, even 
across multiple locations, which 
allows for immediate 
notification of problems and 
coordinated rectification 
activities. 

Predictive maintenance
 
Applying analytics to this data 
will produce reports and 
dashboards for the Predictive 
Maintenance use case. 
Referencing operational data 
with historical records, 
components at risk of 
malfunction can have 
pre-emptive maintenance done. 
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01
Business
Objectives

02
Prototype

03
Validation

POC Validation 

5-step approach
towards successful
Industry 4.0 projects 



04
Replication

05
Global
Roll-Out

Replication and Expansion
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01
Business objectives 

Needs and challenges 
A majority of Industry 4.0 projects start as a 
result of operational managers trying to solve 
or improve their daily work on the shop floor. 
Feedback from manufacturers in China offer 
validation of these operational drivers. 

Therefore, the first step of the approach 
involves identifying and understanding the 
operational issues plant and line managers 
constantly face. What operational issues do 
Industry 4.0 address? 

Are there unique business objectives or client 
demands that require stringent measurements? 
For example, clients like Apple have enforced 
environmental and safety work standards upon 
their contract manufacturers. 

Road to a POC  project 
A POC project showcases the possibilities of Industry 4.0 technology and
demonstrates the benefits of low risk along with manageable capital investments. 
The first three steps of the approach focus on creating and validating a POC project. 

Clear metrics then need to be decided upon to 
act as baselines for comparison.  

Some challenges facing manufacturers 

- Addressing the need for higher quality and  
  efficiency
- Grappling with higher cost (which may include  
  cost of poor quality, power, operations)
- Under pressure to do more with less     
  resources
- Delivering solutions to clients through a new  
  model

POC validation 
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02
Prototype

The next step involves formulating a plan to execute a trial POC project with a small budget. 
During the trial, analysis aims to achieve optimization through manual process improvements. The 
quantification of these gains is also an important indicator (in the Validation phase) of whether the 
trial should be expanded more widely. 

For the purposes of a POC project, having sensors connected to the cloud platform and 
processing and analysis of data would be crucial. The strengths of cloud computing enable 
convenient connections from the sensors to the platform. Doing a trial of the Industry 4.0 cloud 
platform on the public cloud allows for a small deployment to be created within a short time span 
quickly at minimal cost without the need to invest in servers and equipment

An experienced Industry 4.0 vendor can add 
value in this phase by sourcing for sensors that 
work well in each unique environment, as well 
as advise on connectivity and platform 
deployment. 
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For physical installation, practical decisions 
need to be taken: which machines or 
production lines are suitable to conduct this 
testing and data gathering? When is the next 
scheduled maintenance downtime so that 
sensors and systems can be installed without 
disrupting operations? 

Form an ecosystem 
A complete Industry 4.0 project requires different segments working together

Vendor support 

Edge Platform User
Devices
Devices gateway

Connectivity
Device management
Analytics
Data Ingestion 
Data Processing
Storage

Integrate with Business Apps
Insights and Decision Making
Command and Control
Workflow and Rules
Optimization

Edge refers to IP-capable Industrial “Things” can connect to the internet directly (or through 
an intermediary gateway), sending and receiving information to the cloud platform. 

The cloud platform ingests, processes and analyses data from the sensors and devices and 
present users with insights for further action.

The platform can integrate with external data sources and business applications for deeper 
business and operational integration. 

Security is vitally important and needs to be accounted for in all segments. 

Ecosystem segments Crucial for POC project

A

B

C

D
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Validation

When a POC project is successfully running, 
the findings from the trial can be quantified 
and validated for management’s approval. 

Data collected by sensors from the pilot 
devices, can identify areas of inefficiency or 
factors that may lead to higher defects. 
Managers can utilize this information for 
process improvements to reduce waste. These 
process improvements should then be 
implemented on the shop floor for another 
round of data collection. 

Before and after comparison: quantify value 
and focus on benefits 

Using the baseline defined in the Business 
Objectives phase, teams can then conduct a 
thorough analysis of the new status and 
situation compared to the benchmark. 
Referring to the top problems identified by 
manufacturing operations, some suggested 
metrics include: 

Defective units
 
Identifying source of defects (this could result from a 
machine, process or operator) 

Ratio of defective units 

Rate of defects (to test cost of poor quality) 

Cost of power 

Cost of manpower 

Production volume 

Manpower required 

Productivity 

Identifying source of delays (this could result from 
inefficient or faulty machine, process or operator) 

Top benefits   

Improving quality  

Reducing cost 

Improving efficiency

Suggested metrics 
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Scaling up 
The last two steps of the process focus on scaling up: using what was achieved
during the POC project for a broader implementation across a plant
and on to multiple facilities globally

Replication and expansion  

After verifying the data and checking the use 
cases, the POC can be considered a success 
when project objectives are met. Now that the 
system works for the pilot set of sensors and 
devices, the next step involves extending the 
setup to more machines and lines.

Handling increased complexity 
It is important to work closely with a trusted 
Industry 4.0 partner as the scale of system 
complexity can increase dramatically. The 
partner can work with manufacturers to craft a 
holistic Industry 4.0 implementation vision, 
designed to meet expanded objectives and 
metrics, and deployed in a phased approach so 
that operations are not interrupted. 

The initial POC project may have worked fine 
with dozens of connected systems, but what if 
the new expanded implementation increases 
this to hundreds or thousands? Types of data 
collected may also grow, from simple 
temperature or torque settings to more 
sophisticated data like location, humidity or 
light. 

Replication
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Data 
Increasing the numbers of data points, sensors 
and connected machines means that the 
volume of data will increase dramatically. 

One way is to use cloud deployments to 
increase computing and storage capacity to 
match the new expanded requirements. 
Suppose a cloud-base system will not be 
employed, advance planning and provisioning 
will be essential. 

Cyber-Physical Systems refer to the integration 
of IT (Information Technology) with operational 
technology and physical processes. The system 
enables feedback loops where sensors, 
physical processes and actuators interact. This 
interaction allows rules to be created that can 
make automatic decision. 

In most manufacturing set-ups, time is of the 
essence. Industry 4.0 technology ensures that 
systems are “self-aware” and capable of 
communicating with other machines, and are 
hence termed “connected machines”. Such 
machines are capable of adjusting 
automatically to changing operating conditions 
and alert operators when intervention is 
required (like maintenance needs in advance). 

Increased interconnectivity between the shop 
floor, enterprise-based systems, and decision 
makers can reduce human intervention by 
more than 50% to address issues or deviations. 
It will also ensure visibility to a wide range of 
suppliers, consumables, capital goods, and 
third party service providers.

Security 
The increase in data in centrally located servers 
calls for increased security measures to 
safeguard and protect data, a critical asset for 
any company. Data security will have to ensure 
that all the data is easily available to authorized 
personnel, while being insulated from 
intruders.

POC
Replication
and expansion 

Analytics
Optimize manual processes

Cyber-physical systems 
Rules and automated decision making

Increased 
interconnectivity can 
reduce human 
intervention by more 
than 50%
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This final step aims to gain further efficiency 
and visibility by expanding Industry 4.0 
connected systems outside the plant into the 
broader eco-system.

Holding less inventory with a 
connected ecosystem
 
By extending communications and data 
availability to related supply chain partners, 
Industry 4.0 systems can connect silos of 
information into an interconnected supply 
chain. This enables an integrated workflow that 
is more efficient while also agile to business 
requirements. 

Connected ecosystems can ensure Just-In-Time 
(JIT) delivery of raw materials and spare parts 
while ensuring that delivery of finished goods 
go through logistics channels efficiently. This 
reduces excess inventory and lowers logistics 
costs, while also working towards faster 
delivery to clients. 

It also allows operators to react to market 
changes quickly, like when there is a sudden 
change in order quantity. 

Tracking high value 
perishables

Another benefit would be to ensure sensitive 
goods are properly delivered within specified 
parameters and timelines. 

Take the case of the food and beverage 
industry, where the complexities and costs 
associated with tracking fresh produce from 
the field to the consumer have been a major 
concern.

The pressing need for real-time insights and 
information regarding supply chain transactions 
to ensure that the fresh produce reaches the 
right destination in the best condition has 
paved the way for intelligent devices to be 
placed along with produce batches for 
transmitting vital information among the key 
value chain participants.

Global roll-out 
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Extending Industry 4.0 to 
connected factories

The ultimate goal would be to connect multiple 
factories to gain maximum benefit from 
Industry 4.0 systems. 

Ability to sense the big picture 
As more machines are connected to the 
system, more data will be collected from 
production. This provides management with a 
consolidated view of global operations and a 
complete picture of production to support 
better decision making. These could lead to 
optimized manual processes to improve 
efficiency or predictive fault detection and 
prevent down time. 

More connected systems also contribute to a 
more comprehensive data set. Analytics on this 
larger data set will be able to identify faults in 
similar machines to create increasingly accurate 
predictive maintenance schedules that will 
ultimately reduce unscheduled downtime.

Process improvement by learning 
from one team
Now that all systems are combined onto a 
single consolidated platform, processes 
implemented by teams that show successful 
metrics and best practice level improvements 
can also be easily analyzed, shared and 
implemented into other factories globally. 
Similarly, problem solving steps taken to 
overcome issues can also be shared and 
implemented.

Improve business outcomes by 
working with an experienced 
partner
The Industry 4.0 platform is the single 
consolidated system that will connect devices 
and collate data. The choice of platform should 
be the first consideration for teams planning a 
POC project. However, this process is not 
simply a software implementation. It requires 
an experienced vendor to guide the 
implementation process and ensure a smooth 
transition with the deployment team, allowing 
the manufacturer to focus on their core 
competencies. 

Frost & Sullivan recommends the following 
factors when considering an Industry 4.0 
platform partner: 

Established vendor in the Industry 4.0 space. 
Exhibits prior experience in implementing 
Industry 4.0 projects of similar scope and 
functionality. 

Experience in both IT and OT (operational 
technology). Has practical “cyber-physical” 
experience integrating sensors and systems 
with industrial automation and production 
lines. 

Flexible cloud deployment. Able to provide 
choice of deployments for maximum flexibility 
ranging from private, hybrid to public cloud.
 
Real-life results. Able to demonstrate 
quantified results and improvements from 
previous Industry 4.0 projects in a similar area.
 
Experience expanding from a POC to a full 
implementation. Able to draw up a broad 
vision of a full Industry 4.0 implementation and 
segment it clearly: that it can start with a POC 
project with minimum investment, then move 
on to phased implementation. 

32



33

Analyst opinion

Moving to flexible manufacturing 
  
Frost & Sullivan has identified “Personalization 
and Customization” as an emerging social 
megatrend where consumers of the future 
place a larger emphasis on personalized 
products.

This means that manufacturing flexibility will 
become more important in the future, with 
“Lot Size 1” – where a line is flexible enough to 
produce one unit of customized production – 
the manufacturing utopia.  

High cost-base developing countries will face 
challenges competing with China on multiple 
fronts. Flexible manufacturing enabled by 
Industry 4.0 systems offers a way to enhance 
competitiveness, get new opportunities and 
“re-shore” production. 

Take a risk balanced approach
 
Frost & Sullivan views a POC as a crucial first 
step in agile Industry 4.0 projects to assess the 
impact of the technology.

Increasing competition is forcing companies to 
continuously adapt, in order to react to 
competitive threats and new market 
opportunities. However, change usually also 
has risks built in. In order to better manage 
these risks, companies need to adapt a risk 
managed way to implement change.

Small agile POC trials allow for fast assessment 
of Industry 4.0 technology with minimal impact 
to production operations. Besides saving time 
and money of implementing a full project 
before it is ready, lessons learnt from the POC 
can set a good direction for the project, and 
further innovation in similar areas. 

Ideal time to start a POC project
  
Industry 4.0 systems work differently in each 
unique environment, but have many clear 
benefits. 

Manufacturers are now able to utilize low-cost 
sensors and telecommunications to connect to 
today’s complete Industry 4.0 cloud platforms 
at a lower cost than before. With the 
convergence of enabling technology with clear 
examples of operational benefits, Frost & 
Sullivan recommends working with existing 
capabilities to reap quick wins. 
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Cloud 

Non-digital enterprises are starting to 
recognize the value of cloud computing. In the 
Asia Pacific region, Japan, Australia and China 
are the three largest cloud markets with China 
growing rapidly. 

However, many manufacturers still have 
concerns primarily around security and privacy. 
These risks can be mitigated with clear 
procedures and the cloud still provides many 
benefits, especially for provisioning a POC 
project. 

Three common models are available for Industry 4.0 systems: 

Public
where all data is hosted
with an external service provider

Private
where all data is hosted on
in-house infrastructure

Enterprise Public Cloud

Enterprise
Private Cloud

Enterprise
Private Cloud Public Cloud

Hybrid
where some private data is hosted
in-house and other operational data
with an external service provider

Appendix



The team needs to determine the amount of 
IT resources available to implement a POC 
project and an expanded implementation in 
the future.

The needs of every company differs, ranging 
from conservative deployments on-site, to 
flexible deployments on the cloud. It is 
important to seek an Industry 4.0 vendor with 
varied deployment options that allows the  
team more choice. 

More internal IT management and resources are required to manage and maintain 
internal IT hardware and services for the Industry 4.0 system.  

Enterprise Public Cloud
Data residing within the company

More internal IT management required
Potentially high CAPEX investment needed

Data residing in the public cloud
Higher degree of perceived security concern 
Higher level of service delivery

iViews were collated from medium and large manufacturers across various sectors in China and India
with at least 2,000 manufacturing operations employees.
Respondents were in manufacturing operations, engineering or IT roles. 

iiReturn on Investment = (Gain from investment - Cost of investment) / Cost of investment * 100
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